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Recap: Program Analysis

Goal: Automatically reason about program behavior to find bugs, prove 
properties, optimize code, etc.

Static Analysis: Analyze code without executing

● Successful techniques in practice: type checkers, null checkers 
(NulAway/NilAway at Uber), linters

Dynamic Analysis: Analyze executing programs

● Successful techniques in practice: fuzz testing, race detection (Tsan), 
profilers



Limitations of Static Analysis

Over-approximation and imprecision leads to false positives and 
usability concerns! 

It’s hard to model different language features precisely, like aliasing, 
heap, pointers, dynamic dispatch, reflection, I/O, concurrency, etc. 

How can LLMs help with some of these issues?



How can LLMs augment static analysis?

Can LLMs be used in the analyzers themselves?



How can LLMs augment static analysis?

Can LLMs be used to build analyzers themselves?



How can LLMs augment static analysis?

Key Ideas: 

1. Mine Github patch commits to identify various bug patterns.
2. Synthesize CSA (Clang Static Analysis) checkers for these patterns.

Yang, Chenyuan, et al. "KNighter: Transforming static analysis with LLM-synthesized checkers, 2025." URL https://arxiv. 
org/abs/2503.09002 (2025).



Considerations: AI-based static analysis in practice

Recall Shrey’s lecture: additional dimensions to evaluate in practice

- Retrospective Detection Rate:  detecting historic bugs that lead to 
past production incidents
 

- Preventable Incident Count: detecting bugs before they reached 
production

- Developer Satisfaction Rate: Median developer feedback very positive*

- Comment Addressal Rate: % of the posted comments resolved



We’ve learned about:

● Dynamic symbolic execution
● Concolic testing
● Greybox fuzzing
● Mutation testing

In-class exercise: choose one of these techniques we’ve learned about. 

1. Write a limitation of the technique.

2. Brainstorm a way LLMs can help with this limitation.

3. What are some tradeoffs / considerations when using LLMs in this way?

How can LLMs augment dynamic analysis?



LLM-guided Concolic Testing

Luo, Zhengxiong, et al. "Agentic Concolic Execution." Proceedings of the IEEE Symposium on Security and Privacy (S&P). 2026.



LLM-assisted Fuzz Testing



LLM-synthesized Mutants for Mutation Testing

Tip, Frank, Jonathan Bell, and Max Schäfer. "Llmorpheus: Mutation testing using large language models." IEEE Transactions on 
Software Engineering (2025).



Now, we can automatically (and easily) do things that required 
substantial manual effort. This substantially increases the bug-finding 
surface!

Things to consider:

● Why are we able to find more bugs? Is it the program analysis 
technique? Are the LLMs just really capable?

● How would the next LLM impact the dynamic analysis system you’ve 
built?

● How do we properly report these bugs? See Google vs. ffmpeg battle

Considerations: AI-based Dynamic Analysis in practice



Program Analysis for AI?



Question: how do we measure correctness of LLM-generated code?

Pre-training: Evaluate next-token accuracy (loss function) on static 
datasets

Post-training: Use verifiable rewards (e.g. compilations, static analysis, 
unit tests) during fine-tuning and reinforcement learning

Inference-time / agents: Execute generated code against test suites, 
run dynamic analysis, call MCP tools, etc. 

LLMs can be used to generate/refactor/optimize code



Example: LLMs for Codebase Optimizations

Original 
Function

Optimized 
Function

LLMInput 
Generator

Differential 
Oracle

Output

Output

Dynamic 
analysis:

Is the optimized function equivalent?



Where else could program analysis fit in?

In-class exercise: write down how we could use a program analysis 
technique that learned in class to help with some aspect of LLM code 
generation.



(AI for)
Program Analysis for AI?



How do coding agents generally check correctness?
In almost all cases: 
writing unit tests

What are some 
dangers here?

https://www.anthropic.com/engineering/claude-code-best-practices



Can LLMs be used to generate property-based tests?

from hypothesis import given
from hypothesis.strategies import text

@given(text())
def test_decode_inverts_encode(s):
  assert decode(encode(s)) == s

Input Generator



Can LLMs be used to generate property-based tests?

Vikram, Vasudev, et al. "Can large language models write good property-based tests?." arXiv preprint arXiv:2307.04346 (2023).

from hypothesis import given
from hypothesis.strategies import text

@given(text())
def test_decode_inverts_encode(s):
  assert decode(encode(s)) == s

Property



Can LLMs be used to generate property-based tests?
Given a natural 
language specification 
(e.g. documentation): 

can we translate these 
to executable PBTs?

Vikram, Vasudev, et al. "Can large language models write good property-based tests?." arXiv preprint arXiv:2307.04346 (2023).



Can LLMs be used to generate property-based tests?

Vikram, Vasudev, et al. "Can large language models write good property-based tests?." arXiv preprint arXiv:2307.04346 (2023).



Considerations: how do we know the PBT is good?

Validity: is the PBT able to run without errors?

Soundness: are the assertions in the PBT sound?

Input Diversity: are the generated inputs testing different 
things?

PBT Strength: are the assertions actually checking the 
properties from the specification?

Vikram, Vasudev, et al. "Can large language models write good property-based tests?." arXiv preprint arXiv:2307.04346 (2023).



Kiro: agentic IDE that does this in practice!



Key Takeaways

1. AI can be used to overcome many traditional program analysis 
limitations.

- Considerations: scaling to large codebases, latency, cost 

2. Program analysis is used check correctness of LLM-generated code.

- Considerations: which PA techniques are best suited for specific LLM programming tasks?

3. AI agents can go hand-in-hand with program analysis

- Considerations: how do we best expose PA tools to agents? How do we measure success? 


