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def p1(x):

if x * x – 10 == 15:

return True

return False
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Puzzle: Find x such p1(x) returns True



def p2(x): 

if x > 0 and x < 1000:

if ((x - 32) * 5/9 == 100):

return True

return False
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Puzzle: Find x such p2(x) returns True



def p3(x):

if x > 3 and x < 100:

z = x - 2

c = 0

while z >= 2:

if z ** (x - 1) % x == 1:

c = c + 1

z = z - 1

if c == x - 3:
return True

return False
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Puzzle: Find x such p3(x) returns True



Original: https://xkcd.com/1210 CC-BY-NC 2.5

https://xkcd.com/1210


Goal: 
To find program inputs that reveal a bug
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Approach: 
Generate inputs randomly until program crashes

Fuzz Testing



Fuzz Testing

7
Communications of the ACM (1990)

“

”



Fuzz Testing 101
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Input ProgramExecute
w0o19[a%#

1990 study found crashes in: 
adb, as, bc, cb, col, diction, emacs, 
eqn, ftp, indent, lex, look, m4, make, 
nroff, plot, prolog, ptx, refer!, spell, 
style, tsort, uniq, vgrind, vi

/dev/random

1990s



Why do programs crash?



Common Fuzzer-Found Bugs
Causes: incorrect arg validation, incorrect type casting, executing 
untrusted code, etc.

Effects: buffer-overflows, memory leak, division-by-zero, use-after-free, 
assertion violation, etc. (“crash”)

Impact: security, reliability, performance, correctness



What are the benefits, challenges, & limitations
of this approach?
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Generate inputs randomly

$ ant –f build.xml

$ ant –f /dev/random

<project default=“dist”>
<target name="init">
<mkdir dir="${build}"/>
</target>
…

lrha3wn5p0w3uz;54 p0a23 
rw3i 50a20 5a2y58a2p 
y3wry3p285 
q@P”uer9zparu9apur9qa3802
y5o2y 392r523a90wesu

Purely random data is not a very interesting input!!
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Generate inputs randomly via mutation

$ ant –f build.xml

$ ant –f build.xml.mut

<project default=“dist”>
<target name="init">
<mkdir dir="${build}"/>
</target>
…

<project default=“dist”> 
<taWget name="init">
<madir dir="2{build}"/@
</tar?get>
…



What are some good mutations?



Mutation Heuristics
§ Binary input

§ Bit flips, byte flips
§ Change random bytes
§ Insert random byte chunks
§ Delete random byte chunks
§ Set randomly chosen byte chunks to interesting values e.g. INT_MAX, 

INT_MIN, 0, 1, -1, …
§ Other suggestions?

§ Text input
§ Insert random symbols or keywords from a dictionary
§ Other suggestions?



Mutation-Based Fuzzing (e.g. Radamsa, zzuf)
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Input
Pick

Input’Random 
Mutation ProgramExecuteInitial

Input
Input

Input
Input

Seeds
<foo></foo> <woo>?</oo>

2000s



Input
Pick

Input’Random 
Mutation ProgramExecuteInitial

Input
Input

Input
Input

Seeds
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<foo></foo> <woo>?</oo>

<project default=“dist”>
<target name="init">
<mkdir dir="${build}"/>

</target>
…

<project default=“dist”> 
<taWget name="init">
<madir dir="2{build}"/@
</tar?get>
…

Valid Seed Input (build.xml) New Input (Mutated from Seed)

2000s

Mutation-Based Fuzzing (e.g. Radamsa, zzuf)



What are the benefits, challenges, & limitations
of this approach?



How do you know if you are making progress?



Code Coverage



Exercise: How do you collect coverage?
if (x && y) {

s1;
s2;

} else {
while(b) {

s3;
}

}
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Input
Pick

Input’Random 
Mutation ProgramExecute

Save?
Execution feedback

No

Yes

Add
Input’

Initial
Input

Input
Input

Input

Seeds

Coverage
Instrumentation

𝑐𝑜𝑣𝑒𝑟𝑎𝑔𝑒
New branch 
coverage?
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<foo></foo> <woo>?</oo>

2010s

Coverage-Guided Fuzzing with AFL



Coverage-Guided Fuzzing with AFL
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2014+



Coverage-Guided Fuzzing with AFL
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2014+

http://lcamtuf.coredump.cx/afl/

http://lcamtuf.coredump.cx/afl/


ClusterFuzz @ Chromium



Libarchive#1165 (CVE-2019-11463)

Easy to fix,
hard to find!!

https://nvd.nist.gov/vuln/detail/CVE-2019-11463


Challenging Problems
• Fuzzing heuristics

o Mutation: Which input to mutate? How many times? Which mutations?
o Feedback: What to instrument? How to keep overhead low?

• Oracles
o What is a bug? Crash? Silent overflow? Infinite loop? Race condition? Undefined 

behavior? How do we know when we have found a bug?
• Debugging

o Reproducibility
o Crash triaging
o Input minimization

• Fuzzing roadblocks
o Magic bytes, checksums (see PNG, SSL)
o Dependencies in binary inputs (e.g. length of chunks, indexes into tables – see PNG)
o Inputs with complex syntax and semantics (e.g. XML, JSON, C++)
o Stateful applications



Oracles: Sanitizers
• Address Sanitizer (ASAN)   ***
• LeakSanitizer (comes with ASAN)
• Thread Sanitizer (TSAN)
• Undefined-behavior Sanitizer (UBSAN)

https://github.com/google/sanitizers

https://github.com/google/sanitizers


AddressSanitizer

int get_element(int* a, int i) {
return a[i];

}

int get_element(int* a, int i) {
if (a == NULL) abort();   
return a[i];

}

int get_element(int* a, int i) {
if (a == NULL) abort();   
region = get_allocation(a);
if (in_heap(region)) {

low, high = get_bounds(region);
if ((a + i) < low || (a +i) > high) {

abort();
}

}
return a[i];

}

int get_element(int* a, int i) {
if (a == NULL) abort();   
region = get_allocation(a);
if (in_stack(region)) { 

if (popped(region)) abort();
…

}
if (in_heap(region)) { ... }
return a[i];

}



AddressSanitizer
Asan is a memory error detector for C/C++. It finds:

o Use after free (dangling pointer dereference)
o Heap buffer overflow
o Stack buffer overflow
o Global buffer overflow
o Use after return
o Use after scope
o Initialization order bugs
o Memory leaks

https://github.com/google/sanitizers/wiki/AddressSanitizer

Slowdown on SPEC CPU 2006

Compile with `clang –fsanitize=address`



Crash Triaging



Crash Triaging
• Given two crashing inputs x1 and x2, do they trigger the same bug?
• Very difficult to answer in practice
• Herustics: bug(x1) = bug(x2) only if…. (consider pros/cons of each)

o exitcode(x1) = exitcode(x2) // or exception or error msg
o coverage(x1) = coverage(x2)
o stacktrace(x1) = stacktrace(x2)
o newcoverage(x1, old) = newcoverage(x2, old)  // AFL
o fix(x1) = fix(x2)



(recent research results)

35"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019

CAN WE GO BEYOND COVERAGE AND CRASHES?



Zest [Padhye et al. 2018]
exercise semantic analysis and transformation pipelines
save if “increases coverage amongst valid inputs”

PerfFuzz [Lemieux et al. 2018]
discover worst-case performance 
save if “maximizes branch exec counts”

MemFuzz [Coppik et al. 2019]
explore state machines
save if “accesses new input-dependent memory locations”

DifFuzz [Nilizadeh et al. 2019]
find side-channel attacks
save if “side channel info differs from reference execution”
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Domain-Specific Fuzzing

Common Strategy:
Select intermediate inputs 

“Waypoints”

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019



"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019 37

Seed input Target inputß Waypoints à

single-mutation 
search space



Given a new mutated input i ∈ I, 
should i be saved to set of seeds S?
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IS_WAYPOINT(I, S) :: I × 2I→ BOOL

Our goal: Allow users to define is_waypoint

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019



is_waypoint(i, S) = false

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019 39

Seed input Target input

single-mutation 
search space



is_waypoint(i, S) = true

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019 40

Seed input Target input

single-mutation 
search space



is_waypoint(i, S) = “Closer to my goal”

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019 41

Seed input Target inputß Waypoints à

single-mutation 
search space



Q1: How to define is_waypoint(i, S) easily?

Q2: How to define is_waypoint(i, S) to ensure progress?

42"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019



FuzzFactory: Domain-Specific Fuzzing

Input
Pick

Input’Mutate ProgramExecute

Save?
Execution feedback

No

Yes

Add
Input’

Initial
Input

Input
Input

Input

Seeds

𝑑𝑠𝑓 ∷ 𝐾 → 𝑉

𝑖𝑠_𝑤𝑎𝑦𝑝𝑜𝑖𝑛𝑡?
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Domain-Specific
Instrumentation

Domain-Specific Feedback

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019

▷ :: A × V→ A

a0 ∈ A

New aggregate value 
in A for some k?



dsfi :: K → V
e.g. K = Program Locations, V = Exec Counts
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Q1: How to define is_waypoint(i, S) easily?

e.g. PerfFuzz

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019

k dsfi1 dsfi2

Loc1 4 5

Loc2 2 1



dsfi :: K → V
e.g. K = Program Locations, V = Exec Counts

▷ :: A × V → A with a0 ∈ A
e.g. ▷ = max
A = ℕ, a0 = 0
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Q1: How to define is_waypoint(i, S) easily?

e.g. PerfFuzz

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019

k dsfi1 dsfi2

Loc1 4 5

Loc2 2 1



dsfi :: K → V
e.g. K = Program Locations, V = Exec Counts

▷ :: A × V → A with a0 ∈ A
e.g. ▷ = max
A = ℕ, a0 = 0
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Q1: How to define is_waypoint(i, S) easily?

k ▷ dsfi1 ▷ dsfi2 ▷

Loc1 0 4 5

Loc2 0 2 1

e.g. PerfFuzz

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019



dsfi :: K → V
e.g. K = Program Locations, V = Exec Counts

▷ :: A × V → A with a0 ∈ A
e.g. ▷ = max
A = ℕ, a0 = 0
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Q1: How to define is_waypoint(i, S) easily?

k ▷ dsfi1 ▷ dsfi2 ▷

Loc1 0 4 4 5

Loc2 0 2 2 1

e.g. PerfFuzz

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019



dsfi :: K → V
e.g. K = Program Locations, V = Exec Counts

▷ :: A × V → A with a0 ∈ A
e.g. ▷ = max
A = ℕ, a0 = 0
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Q1: How to define is_waypoint(i, S) easily?

k ▷ dsfi1 ▷ dsfi2 ▷

Loc1 0 4 4 5 5

Loc2 0 2 2 1 2

e.g. PerfFuzz

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019



dsfi :: K → V
e.g. K = Program Locations, V = Exec Counts

▷ :: A × V → A with a0 ∈ A
e.g. ▷ = max
A = ℕ, a0 = 0

is_waypoint(i, S) ≝ ∃ k :    ▷ dsfs (k)     != ▷ dsfs (k) 
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Q1: How to define is_waypoint(i, S) easily?

s ∈ (S ∪ {i})s ∈ S

e.g. PerfFuzz

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019

k ▷ dsfi1 ▷ dsfi2 ▷

Loc1 0 4 4 5 5

Loc2 0 2 2 1 2



dsfi :: K → V
e.g. K = Program Locations, V = Exec Counts

▷ :: A × V → A with a0 ∈ A
e.g. ▷ = max
A = ℕ, a0 = 0

is_waypoint(i, S) ≝ ∃ k :    ▷ dsfs (k)     != ▷ dsfs (k) 
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Q1: How to define is_waypoint(i, S) easily?

s ∈ (S ∪ {i})s ∈ S

e.g. PerfFuzz

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019

k ▷ dsfi1 ▷ dsfi2 ▷

Loc1 0 4 4 5 5

Loc2 0 2 2 1 2

New aggregate value 
in A for some k?



dsfi :: K → V
e.g. K = Program Locations, V = Exec Counts

▷ :: A × V → A  with a0 ∈ A
a ▷ v = a ∪ { floor(log2 v) }
A = 2ℕ, a0 = ∅

is_waypoint(i, S) ≝ ∃ k :    ▷ dsfs (k)     != ▷ dsfs (k) 
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Q1: How to define is_waypoint(i, S) easily?

s ∈ (S ∪ {i})s ∈ S

e.g. AFL

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019

k ▷ dsfi1 ▷ dsfi2 ▷

Loc1 ∅ 4 {4} 5 {4}

Loc2 ∅ 2 {2} 1 {1,2}

New aggregate value 
in A for some k?



dsfi :: K → V
e.g. K = Program Locations, V = Exec Counts

▷ :: A × V → A  with a0 ∈ A
a ▷ v = a ∪ { floor(log2 v) }
A = 2ℕ, a0 = ∅

is_waypoint(i, S) ≝ ∃ k :    ▷ dsfs (k)     != ▷ dsfs (k) 

k ▷ dsfi1 ▷ dsfi2 ▷

Loc1 ∅ 4 {4} 5 {4}

Loc2 ∅ 2 {2} 1 {1,2}

e.g. AFL

Q1: How to define is_waypoint(i, S) easily?
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s ∈ (S ∪ {i})s ∈ S

Q2: How to ensure progress?

a ▷ v ▷ v = a ▷ v                (Idempotence)
a ▷ u ▷ v = a ▷ v ▷ u (Order Insensitivity)

Sufficient to show that: ▷ is monotonic
∴ is_waypoint ⇔ progress

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019

New aggregate value 
in A for some k?



∀a ∈ A ∀v ∈ V : a ▷ v ▷ v = a ▷ v                (Idempotence)
∀a ∈ A ∀v ∈ V : a ▷ u ▷ v = a ▷ v ▷ u (Order Insensitivity)

Good: 
a ▷ v = max(a, v)
a ▷ v = min(a, v)
a ▷ v = a ∨ b
a ▷ v = a ∪ { floor(log2 v) }

Bad: 
a ▷ v = a + v
a ▷ v = a xor v
a ▷ v = v

"FuzzFactory: Domain-Specific Fuzzing with Waypoints", R. Padhye, C. Lemieux, K. Sen, L. Simon, H. Vijayakumar. OOPSLA 2019 53

Q2: How to ensure progress? Defining the ▷ function



• What if fuzzing doesn’t find any bugs after X hours?
o Is the program bug free?

§ RQ: What is the probability that there are more bugs lurking around?
o Should we keep fuzzing?

§ RQ: When should we stop to balance cost vs. results?
o Can we change the feedback function? Mutation?

§ RQ: What changes can we make? How can we bring a human in the loop?

• How to balance instrumentation overhead with feedback quality?
o RQ: What parts of the code should be instrumented?

• How to generate meaningful test cases?
o RQ: What is “meaningful”? 
o RQ: How to generate good inputs by construction?
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Open Problems – Research Opportunities!


